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DOE OFFICE OF INTELLIGENCE AND COUNTERINTELLIGENCE

• Responsible for intelligence and counterintelligence activities 

throughout DOE with nearly 30 offices nationally.

• Protects vital national security information and technologies and 

intellectual property.

• Leverages DOE’s scientific and technological expertise to support 

policymakers and national security missions in defense, homeland 

security, cyber security, intelligence, and energy security.

• Relevant DOE agencies include:

• National Nuclear Security Administration (NNSA)-Responsible 

for maintaining U.S. nuclear weapons stockpile, preventing WMD 

proliferation, providing the Navy with safe & effective nuclear 

propulsion, and responding to U.S. and foreign nuclear and 

radiological emergencies.

• National Laboratory System

• Various Washington headquarters offices and agencies e.g. 

Office of Cybersecurity, Energy Security, & Emergency 

Response













AUDIT, INSPECTION, AND EVALUATION RPTS. FROM 1995-PRESENT.













DEPARTMENT OF HOMELAND SECURITY

• National Cybersecurity and 

Communications Integration Center-

Computer Emergency Response Team 

(CERT)

• Fusion Centers

• IG Reports



































DEPARTMENT OF STATE BUREAU OF INTELLIGENCE AND RESEARCH



BUREAU OF INTELLIGENCE AND RESEARCH

• Achieves mission objectives via:

• All-Source Analysis: Focuses on supporting diplomats & diplomacy 

with multiple information and analyses ranges. Drafts President’s 

Daily Brief and is U.S. Govt. leader for foreign public opinion 

research.

• Intelligence Policy & Coordination:  Coordinates between State 

Dept. and Intelligence Community to ensure intelligence collection 

and operations support and inform foreign policy. Conducts policy 

review of sensitive intelligence, counterintelligence, and law 

enforcement within State Dept. to ensure consistency with foreign 

policy interests.

• Analytic Outreach:  Provides analysts and policymakers with 

perspectives from the private sector, academe, and non-

governmental experts on the most challenging foreign policy and



ADDITIONAL INTELLIGENCE AND RESEARCH ENTITIES

• INR Front Offices & Components

• Analytic Support & Production Staff

• Analytic Offices

• Office of Analysis for African Affairs

• Office of Analysis for East Asia & the Pacific

• Office of Economic Analysis

• Office of the Geographer & Global Issues

• Office of Opinion Research

• Office of Analysis for Russia and Eurasia

• Office of Strategic, Proliferation, & Military Issues

• Intelligence & Policy Coordination

• Office of Consular & Management Liaison

• Office of Cyber Affairs

• Office of Intelligence Operations & Oversight

• Office of Intelligence Policy & Information Sharing Center

• Office of Technical Collection Affairs

























TREASURY DEPT. INTELLIGENCE

• Office of Intelligence and Analysis-Terrorism & Financial 

Intelligence

• Missions:

• Driving intelligence to meet Treasury decision-makers and external 

customers.

• Producing all-source assessments & other materials to identify 

threats and vulnerabilities in licit and illicit networks which may be 

addressed by Treasury Dept. action.

• Delivering timely, accurate, and relevant intelligence to decision-

makers.

• Providing necessary security infrastructure to safeguard the 

Treasury’s national security information.

• Key Activities:

• Safeguarding financial system against illicit use, combating rogue 

nations, terrorist facilitators, weapons of mass destruction 

proliferators, money launderers, drug kingpins, and other 

national security threats.

• Tools:

• Office of Foreign Assets Control (OFAC) lists Specially Designated 

Nationals (SDNs) and enforces other economic sanctions against 

individuals, nations, and organizations.



TREASURY DEPT. INTELLIGENCE TOOLS

• Section 311 of USA Patriot Act gives Treasury Secretary options to 

effectively target specific terrorist financing risks and money 

laundering and protect U.S. financial system from specific threats.

• Asset Forfeiture:  Effective law enforcement actions against 

criminal enterprises, from drug cartels to terrorist organizations, 

requires depriving them of their enabling assets and profits that 

support or stem from their existence. The Treasury Forfeiture 

Fund (TFF) is derived from the forfeited assets of criminal 

enterprises. 

• Financial Action Task Force (FATF) International policymaking and 

standard setting body dedicated to combating international money 

laundering and terrorist financing



























TERRORIST FINANCE TRACKING PROGRAM (TFTP)

• Initiated after 9/11, enables Treasury Dept. to identify, track, and pursue 

terrorists and their networks.  Involves tracking terrorist money flows and 

assists in efforts to uncover terrorist cells and map terrorist networks in 

the U.S. and internationally.

• U.S. Treasury Department issues subpoenas to the Society for Worldwide 

Interbank Financial Telecommunication (SWIFT) – a Belgium-based company 

with U.S. offices that operates a worldwide messaging system used to 

transmit financial transaction information – seeking information on 

suspected international terrorists or their networks.  Under the terms of 

the subpoenas, the U.S. Government may only review information as part of 

specific terrorism investigations. 

• Based on information that identifies an individual or entity, the U.S. 

Government is able to conduct targeted searches against the limited 

subset of records provided by SWIFT in order to trace financial 

transactions related to suspected terrorist activity

• SWIFT information greatly enhances our ability to map out terrorist 

networks, often filling in missing links in an investigative chain.  The U.S. 

Government acts on this information – and, for counter-terrorism 

purposes only, shares leads generated by the TFTP with relevant 

governments’ counter-terrorism authorities – to target and disrupt the 

activities of terrorists and their supporters.

• By following the money, the TFTP has allowed the U.S. and our allies to 

identify and locate operatives and their financiers, chart terrorist 

networks, and help keep money out of their hands.

• The TFTP is firmly rooted in sound legal authority, based on statutory 

mandates and Executive Orders – including the International Emergency 

Economic Powers Act (IEEPA) and the United Nations Participation Act 

(UNPA).

• Does not involve data mining.  Overseen by committee from major 

central banks e.g. Federal Reserve, Bank of England.



COMMITTEE ON FOREIGN INVESTMENT IN THE UNITED STATES (CFIUS)

*Interagency committee authorized to review 

certain transactions involving foreign 

investments in the U.S. to determine their 

impact on U.S. national security.

*Authorized by Section 721 of 1950 Defense 

Production Act (P.L. 81-774), implemented by 

Executive Order 11858 (May 7, 1975), and 31 

CFR 800-801.

*Updated in 2018 by Foreign Investment Risk 

Review Modernization Act (FIRRMA) on Aug, 

13, 2018 (Public Law 115-232 John McCain 

National Defense Authorization Act Sections 

1701 et. seq.)

*CFIUS Members:  Treasury Dept. (Chair), 

Depts. of Justice, Homeland Security, 

Commerce, Defense, State, Energy, U.S. 

Trade Rep., & Office of Science & Technology 

Policy, 

*Additional participants, as required:  Office of 

Management & Budget, Council of Economic 

Advisors, National Security Council, National 

Economic Council, & Homeland Security 

Council.



CFIUS

















MARCH 12, 2018 PRESIDENTIAL ORDER PROHIBITS BROADCOM FROM TAKING OVER QUALCOM FOR NATIONAL 

SECURITY REASONS BASED ON CFIUS RECOMMENDATION



INTELLIGENCE BOARDS AND COMMISSIONS

• Numerous blue ribbon panels of experts have been established as 

boards or commissions to reveal overall U.S. intelligence agency 

operations or specific aspects of individual intelligence agencies 

activities.

• These can be appointed by presidential administrations or 

Congress.  

• Many of their reports are in print FDLP collections or available 

online through Hathitrust catalog or other resources.

• These reports reflect expert opinion at the time on the strengths 

and weaknesses of U.S. intelligence agency programs.



Hoover Commission Report on Organization of the Executive Branch of 

the Federal Government (1949) Chaired by former President Herbert 

Hoover









REPORT TO THE PRESIDENT BY THE COMMISSION ON CIA ACTIVITIES 

WITHIN THE UNITED STATES (1975)

Rockefeller Commission-Chaired by Vice-President Nelson Rockefeller.  Future President 

Ronald Reagan was also a member.











Preparing for the 21st Century:  An Appraisal of U.S. Intelligence (1996) Brown Rudman Commission-Chaired by Carter Admin. Sec. of Defense 

Harold Brown and former New Hampshire Senator Warren Rudman.







1999 President’s Foreign Intelligence Advisory Board (PFIAB) Report on DOE security 

problems









SCHOLARLY WORK ON PRESIDENT’S INTELLIGENCE 

ADVISORY
ADVISORY BOARD (UNIVERSITY PRESS OF KENTUCKY, 2012)



U.S. national security and military/commercial concerns with the People's Republic of China  (House Report 105-851) 3 vols. Cox report  (1999)Rep. Chris 

Cox California. Dealt with Chinese espionage at DOE Labs.









Duelfer Report (2004-2005) Report to Director of Central Intelligence on Iraq’s Weapons of Mass 

Destruction-3 vols.









Report of the National Commission for the Review of the Research and Development Programs of the U.S. 

Intelligence Community (2013)











BENEFITS OF THESE INTELLIGENCE RESOURCES

• Gaining enhanced understanding of the information resources 

produced by multiple agencies covering U.S. intelligence.

• Understanding how energy, homeland security, cyber security, 

foreign policy, economic intelligence, and governmental 

commission information resources enhance understanding of 

historic and contemporary U.S. intelligence analysis, activities, 

and operations.

• Increasing awareness of the multiple subject areas involved in 

conducting and assessing intelligence operations.

• Understanding the historical evolution, contemporary trends, and 

emerging trends affecting U.S. intelligence operations.

• Gaining enhanced appreciation of the skills, challenges, 

opportunities, and ambiguities facing those engaged in 

intelligence activities.

• Being appreciative that significant amounts of information on U.S. 

intelligence activities are publicly available.


