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Today we’ll cover

Identity theft
- What it is

- Credit card
- Tax
- Medical
- Child

- What to do
- IdentityTheft.gov



Do you know?
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Examples of Misuse Impact on Victims

• Denial of credit/loans

– public benefits

– medical care

– employment, 
housing

• Harassment by debt 
collectors

• Legal issues/arrest

• Stress/anxiety/recovery 
time/expense

• Open credit card accounts

• Open utility accounts

• Apply for a tax refund

• Get a loan

• Apply for employment

• Get medical care

What it is
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How it happens -- offline How it happens – online

• Skimming

• Data breaches

• phishing

• Stolen wallets or purses

• Dumpster diving

• Stolen by family or friends

• Buying it from a corrupt 
insider at a bank, hotel, car 
rental agency, or other 
business
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Today we’ll cover

Identity theft
- What it is

- Credit card
- Tax
- Medical
- Child

- What to do
- IdentityTheft.gov



Identity theft 
on credit card 

accounts –
again??



What to do?

Step 1: Call the companies where you 
know fraud occurred.

Step 2: Place a fraud alert and get your 
credit reports.

Step 3: Report identity theft to the FTC. 
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New Law, New Rights

• FRAUD ALERTS now last one year rather than 90 days

• CREDIT FREEZES are free for all

• Also for kids under age 16

• Also for incapacitated adults

• FREE CREDIT MONITORING for active duty military starting 5/24/19
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Fraud alerts – New law

• Contact one CRA
• they must contact the other two
• requires creditors to take steps to verify 
your identity

• Extended fraud alert for victims of identity 
theft: 

• last 7 years
• can get with Identity Theft Report
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Credit Freezes

• Freezes access to your credit file

• Contact each CRA

• If you do it online or by phone:

• must be placed no later than one business day after the 
request and 

• lifted within one hour

• If you do it by mail:

• CRAs have three business days
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Other “Protected Consumers”

• Can get free credit freeze for person if you have 
guardianship, conservatorship or power of attorney 
over them

• Must provide proof of authority:

• Court order

• Fully executed power of attorney



What to do?

Step 1: Call the companies where you 
know fraud occurred.

Step 2: Place a fraud alert and get your 
credit reports.

Step 3: Report identity theft to the FTC.
IdentityTheft.gov



Today we’ll cover

Identity theft
- What it is

- Credit card
- Tax
- Medical
- Child

- What to do
- IdentityTheft.gov



Where’s 
my tax 

refund?
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Tax Identity Theft

• Filing a fraudulent tax return using another 
person’s Social Security number

• Earning wages under another person’s Social 
Security number

• Claiming

– someone else’s children as dependents

– a tax refund using a deceased taxpayer’s 
information
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What to Do
• Complete IRS Identity Theft Affidavit (Form 

14039) [PDF]. Mail or fax the form 
according to the instructions

• File your refund and pay your taxes

• Place a fraud alert

https://www.irs.gov/pub/irs-pdf/f14039.pdf


Today we’ll cover

Identity theft
- What it is

- Credit card
- Tax
- Medical
- Child

- What to do
- IdentityTheft.gov



Credit 
report, stat!
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Medical Identity Theft

• Fraudulent use of another person’s personally 
identifiable information (PII) such as name, SSN, or 
protected health information (PHI) 

• Often involves the thief obtaining medical goods and 
services.

– getting prescription

– obtaining healthcare services

– fraudulently billing insurance or Medicare
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What to Do
• Ask health care provider for medical records

– You have a right to copies of your current medical 
files from each health care provider

– You may have to pay for the records

• Send the corrected record to your health care 
providers



Today we’ll cover

Identity theft
- What it is

- Credit card
- Tax
- Medical
- Child

- What to do
- IdentityTheft.gov



WHAT 
credit 

report???



What percentage of ID Theft 
complaints to the FTC are from people 

19 or younger?
a. 2%
b. 4%
c. 5%
d. 8%

Do you know?
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• Fraud? Ask to close the account.

• Kids don’t usually have credit files

– Request a manual search for your child's Social 
Security number

– Each credit bureau has its own process for this

• Request a freeze – now it’s free

What to do



Today we’ll cover

Identity theft
- What it is

- Credit card
- Tax
- Medical
- Child

- What to do
- IdentityTheft.gov



37



38

• personal recovery plans
• step-by-step advice
• prefilled forms & letters

• free and secure access
• chat & phone support
• Spanish language site

























What you can do



Prevention Generally
• Monitor your accounts. 

• Review financial statements and mail regularly.

• Watch for: 

– Mail related to accounts you did not open.

– To ensure you receive statements you are expecting.

• Get your free annual credit report at
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IdentityTheft.gov/creditbureaucontacts
fraud alerts, credit freezes, opt-outs



What to know, What to do

• Tips about id theft

• First steps for any 
type of id theft

• Refers to 
IdentityTheft.gov for 
additional steps, 
depending on info 
misused



FTC.gov/bulkorder





QUESTIONS?

FTC.gov/subscribe



Carol Kando-Pineda
ckando@ftc.gov


