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Why Audit?

* Legal or Contractual requirements

* Assure higher management that
* Their valuable information is safe
* The funding they provide is well spent

e Justify resources needed
* |dentify improvements

* Certified Repository could leverage that to attract more donors,

producers, consumers, resources, good will, management
support, ...
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OAIS Conformance Requirements
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* A conforming OAIS Archive implementation shall support the
model of information described in 2.2. The OAIS Reference
Model does not define or require any particular method of
implementation of these concepts.

 Mandatory responsibilities

* A conforming OAIS Archive shall fulfil the responsibilities
listed in 3.1. Subsection 3.2 provides examples of the
mechanisms that may be used to discharge the
responsibilities identified in 3.1. These mechanisms are not
required for conformance. A separate standard, as noted in
1.5, has been produced on which accreditation and
certification processes can be built.
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OAIS Information Model
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Mandatory Responsibilities (1/2) €c=o=

Recommendation for Space Data System Practices

* Negotiate for and accept appropriate information from
information Producers. T e e

OPEN ARCHIVAL
INFORMATION SYSTEM (OAIS)

* Obtain sufficient control of the information provided to
the level needed to ensure Long Term Preservation. RECOMMENDED PRACTICE

CCSDS 650.0-M-2

* Determine, either by itself or in conjunction with other
parties, which communities should become the WAGENTA BOOK
Designated Community and, therefore, should be able
to understand the information provided, thereby
defining its Knowledge Base.
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Mandatory Responsibilities (2/2)

* Ensure that the information to be preserved is Independently
Understandable to the Designated Community. In particular, the

Recommendation for Space Data System Practices

REFERENCE MODEL FOR AN

Designated Community should be able to understand the OPEN ARCHIVAL
information without needing special resources such as the e OS
assistance of the experts who produced the information.

* Follow documented policies and procedures which ensure that the R ——
information is preserved against all reasonable contingencies, CeSDS 650.0-4:2

includinﬁ the demise of the Archive, ensuring that it is never deleted
unless allowed as part of an approved strategy. There should be no
ad-hoc deletions. RN Al e

* Make the preserved information available to the Designated
Community and enable the information to be disseminated as
copies of, or as traceable to, the original submitted Data Objects
with evidence supporting its Authenticity.
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General requirements Requirements For
for conduct of all Bodies Providing Audit
ISO/IEC Audits And Certification of
Management Systems
(ISO/IEC 17021 )

Original Standard Specific metrics that Specific additional b a S e d
describing requirement must be demonstrated requirements for .

of an ISO defined Open to become a Certified conduct of I1SO Audits R t

Archival Info System ISO TDR of TDRs e p O S I O ry
Audit and

Audit and Requirements For
oo Bodies Providing Audit L ol °
HEUEEE W EE L Certlflcatlon_o‘f And Certification of Ce rt I fl Cat I 0 n
for an OAIS Trustwort'hy I_)'g'tal Trustworthy Digital
(ISO 14721) Repositories Repositories
(1SO 16363 ) ISO 16919

(1ISO 16363
and
ISO 16919)

Certification
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Audit and Certification of Trusted Digital Repositories

e Overall Structure:

* Section A: Organisational Infrastructure
» Section B: Digital Object Management
e Section C: Infrastructure and Security Risk

Management CERTIFICATION OF
TRUSTWORTHY DIGITAL
* Metrics and their structure: o onee
e Statement of requirement oD PRACTE
* Supporting text

CCsDS 652.0-M-1

* Examples of Ways the Repository can Demonstrate it
is Meeting this Requirement

 Discussion

MAGENTA BOOK
September 2011
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ISO 16363 Metrics Checklist

Metric

421 THE REPOSITORY SHALL HAVE FOR EACH AIP OR CLASS OF AIPS PRESERVED BY THE REPOSITORY AN
ASSOCIATED DEFINITION THAT IS ADEQUATE FOR PARSING THE AIP AND FIT FOR LONG-TERM
PRESERVATION NEEDS.

4211 |The repository shall be able to identify which definition applies to which AIP.

4212 | The repository shall have a definition of each AIP that is adequate for long term preservation, enabling the identification
and parsing of all the required components within that AIP.

422 THE REPOSITORY SHALL HAVE A DESCRIPTION OF HOW AIPS ARE CONSTRUCTED FROM SIPS.

423 THE REPOSITORY SHALL DOCUMENT THE FINAL DISPOSITION OF ALL SIPS

4231 | The repository shall follow documented procedures if a SIP is not incorporated
into an AIP or discarded and shall indicate why the SIP was not incorporated or discarded.

424 THE REPOSITORY SHALL HAVE AND USE A CONVENTION THAT GENERATES PERSISTENT, UNIQUE
IDENTIFIERS FOR ALL AIPS

Mote: In particular the following aspects must be checked:

4241\ The repository shall uniquely identify each AIP within the repository.

42417\ The repository shall have unique identifiers.

42412\ The repository shall assign and maintain persistent identifiers of the AIP and its components so as to be unique within the
context of the repository.

42413 | Documentation shall describe any processes used for changes to such identifiers.

42414\ The repository shall be able to provide a complete list of all such identifiers and do spot checks for duplications.

42415 1\ The system of identifiers shall be adequate to fit the repository’s current and foreseeable future requirements such as
numbers of objects.

4242\ The repository shall have a system of reliable linking/resolution services in order to find the uniquely identified object,
regardless of its physical location.

—  The Consultative Committee for Space Data Systems

Recommendation for Space Data System Practices
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ISO 16363 Metric Subsection

4.2.2 The repository shall have a description of how AIPs are
constructed from SIPs.

Supporting Text

This is necessary in order to ensure that the AlIP(s) adequately represents
the information in the SIP(s).

Examples of Ways the Repository Can Demonstrate It Is Meeting This
Requirement

Process description documents; documentation of the SIP-AIP
relationship; clear documentation of how AlPs are derived from SIPs.

Discussion

In some cases, the AIP and SIP will be almost identical apart from
packaging and location, and the repository need only state this. In other
cases, complex transformations (e.g., data normalization) may be applied
to objects during the ingest process, and a precise description ...

" The Consultative Committee for Space Data Systems

Recommendation for Space Data System Practices
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Primary Trusted Digital Repository (TDR)
Authorisation Body (PTAB)

Once standards were completed, there was still a need to develop the infrastructure

* PTAB was incorporated by the same experienced international group of digital
preservation experts who developed ISO standards ISO 14721, ISO 16363 and ISO 16919

* PTAB contracted with auditors have decades of experience in digital preservation related

occupations and who exhibit characteristics of auditors as defined in ISO 17021 and who
have been trained in ISO 16363 and ISO 16919

Resulting in

 PTAB became the first organization in the World to be accredited to perform ISO 16363
Audit and Certification

* Using an accredited I1SO 16363 auditing body ensures that your certification will be recognized
internationally
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PTAB Audit Process

Repository wants to be Initial discussion TR PT_AB reviews PTAB provides
= between application & may = =
certified Trustworthy - a_— completes PTAB B addivion audit plan with
according to ISO 16363 I PT. Aer application form = cost estimate

information

PTAB

Repository signs
contract and
makes initial

payment

Repository sends
completed self-
audit spreadsheet
and related docs

PTAB reports
areas of concern
foundin
Stage 1 audit

PTAB plans
Stage 1 auditand
selects auditors

PTAB starts Stage 1 of
audit |

PTAB conducts
Stage 1 audit

—

Repository acts to

resolve areas of
concern

PTAB plans Stage
2 auditand

confirms audit

team

When concerns are
resolved, Stage 2 of
audit initiated

AB reports non-

conformances &
certification

ecommendatio

Repository agrees
causesand

corrective actions

with PTAB

PTAB auditors
conduct Stage 2
audit on-site

Repository
resolves major
non-
conformances

If PTAB grants
certification,
certification mark
is issued

PTAB certification
committee makes
certification decision

Repository
displaysits
certification

Repository wants to
maintains ISO 16363
certification

1

First Surveillance 1 year

audit

Second 1 year

Surveillance audit

1 Al A

Re-certification
audit
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Certification — Next Steps

* Train your staff around principles and concepts of OAIS and I1SO 16363

 PTAB and other bodies or auditors that perform ISO 16363 certification for you

cannot provide specific guidance on your organizations issues, but they are allowed
to give generic classes and training regarding ISO 16363 metrics

* Perform a self-assessment for your organization using ISO 16363

e Can suggest improvements for your organization’s preservation environment

* Will raise awareness of preservation issues in self-assessment participants
e Great preparation for a third-party inspection

* Required to prepare for certification

* When ready contact an accredited organization to perform the audit
e At this time, that would be PTAB



